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Subject: Re: PQC project summary for Math Division annual report
Date: Friday, December 21, 2018 2:19:01 PM
Attachments: pqc-summary-2018-final.docx

P.S. Here's a revised version. I have to submit it now, but can still make changes later if needed. Thanks, and happy
holidays!

________________________________________
From: Liu, Yi-Kai (Fed)
Sent: Thursday, December 20, 2018 4:17:30 PM
To: internal-pqc
Subject: PQC project summary for Math Division annual report

Hi everyone,

I have to write up a short summary of the PQC project, for my division's annual report. Here is the draft -- let me
know (by tomorrow afternoon, if possible -- sorry for the short notice) if you have any comments?

Thanks very much!

--Yi-Kai
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Quantum Information







An emerging discipline at the intersection of physics and computer science, quantum information science is likely to revolutionize science and technology in the same way that lasers, electronics, and computers did in the 20th century. By encoding information into quantum states of matter, one can, in theory, exploit the seemingly strange behavior of quantum systems to enable phenomenal increases in information storage and processing capability, as well as communication channels with high levels of security. Although many of the necessary physical manipulations of quantum states have been demonstrated experimentally, scaling these up to enable fully capable quantum computers remains a grand challenge. We engage in (a) theoretical studies to understand the power of quantum computing, (b) collaborative efforts with the multi-laboratory experimental quantum science program at NIST to characterize and benchmark specific physical implementations of quantum information processing, and (c) the demonstration and assessment of technologies for quantum communication.
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NIST is currently engaged in a formal process to develop standards for post-quantum cryptosystems [1]. The goal of this process is to standardize one or more cryptosystems that could replace those currently-used schemes that are vulnerable to attack using quantum computers, including RSA, Diffie-Hellman and elliptic curve cryptosystems. These cryptosystems play a crucial role in Internet commerce and cybersecurity. While large quantum computers have not yet been built, NIST believes it is prudent to begin preparing for that possibility.

NIST is focusing on three main functionalities: public-key encryption, key exchange, and digital signatures. These are fundamental cryptographic primitives that enable a variety of applications, including secure web browsing, digital certificates, and secure software updates. 

There are a number of candidate cryptosystems that are believed to be quantum-secure. These are based on a variety of mathematical techniques, including high-dimensional lattices, coding theory, systems of multivariate polynomial equations, elliptic curve isogenies, hash-based signatures, and many others. However, further research is needed in order to increase confidence in the security of these schemes, and to improve their practical performance. 

NIST has solicited proposals for post-quantum cryptosystems, which were due in November 2017. NIST received a total of 82 proposals. Since then, NIST has been carrying out a first round of review, including both internal reviews by NIST staff, and public discussions with experts and stakeholders in academia, government and industry. In these reviews, NIST is evaluating the key properties of these cryptosystems regarding security, performance, and ease of deployment in the real world. 

As part of this review process, NIST organized the First PQC Standardization Conference, on April 11-13, 2018, co-located with the PQCrypto conference in Fort Lauderdale, Florida. In addition, NIST hosts the “PQC forum” mailing list, which has served to communicate a large amount of feedback and technical analysis on the proposed post-quantum cryptosystems. NIST is also carrying out independent research on post-quantum cryptography and quantum cryptanalysis [2,3,4]. 

In January 2019, NIST expects to announce a subset of the proposed cryptosystems that will move onto the second round of the standards development process. In the second round, these candidates will be subjected to further analysis, to prepare them for possible standardization.
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